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AMENDMENTS TO THE SPECIFICATION 

Please delete the section entitled "SUMMARY OF THE INVENTION" in its entirety and 
substitute the following section therefor: 

SUMMARY OF THE INVENTION 

^?he--^F^£>et^~4iiveittt€m[0020.5] The present invention, among other applications, is 
directed to solving these and other problems and disadvantages of the prior art. The 
present invention provides a superior technique for performing cryptographic operations 
within a microprocessor. In one embodiment, an apparatus for performing cryptographic 
operations is provided. The apparatus includes a cryptographic instruction and 
translation logic. The cryptographic instruction is received by fetch logic in a 
microprocessor by 'a-cemputing-devie&-as part of an instruction flow executing on the 
^?€>mputjng-dev4ee microprocessor . The cryptographic instruction is retrieved from 
memory and prescribes one of the cryptographic operations. The translation logic is 
operatively coupled to the cryptographic instruction. The translation logic translates the 
cryptographic instruction into micro instructions, where the micro instructions are 
ordered to direct the €egKputing^-de\^ige-microprocessor to load a second input text block 
from the memory and to execute the one of the cryptographic operations on the second 
input text block prior to directing the €>^»p«tingHfevj€?e- mic ro processor t o store an output 
text block corresponding to a first input text blockjo^the memj^^ Consequently, the 
output text block is stored during execution of the one of the cryptographic operations on 
the second input text block. 

[0021] One aspect of the present invention contemplates an apparatus for performing 
cryptographic operations. The apparatus has fetch logic, and translation logic that is 
configured to translate a cryptographic instruction into a sequence of micro instructions. 
The fetch logic is disposed within a microprocessor^ and is configured to fetch a 
cryptographic instruction from memory as p art of an ins truc tion flow executing on the 
microprocessor. The cryptog raph ic instruction directs the microprocessor to perform one 
of the cryptograp hic operations. The sequence of micro instructions includes a first 
micro instruction and a second micro instruction. The first micro instruction directs that 
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a second input text block be loaded from the memory a nd that one of the cryptographic 
operations be executed on the second input text block. The second micro instruction 
directs that a first output text block be storedjp Jhe^memojo^ where the first output text 
block corresponds to a first input text block upon which the one of the cryptographic 
operations is executed. The translation logic issues the first micro instruction prior to 
issuing the second micro instruction. 

[0022] Another aspect of the present invention provides a method for performing 
cryptographic operations— k>— a— devioa^. The method mefadQ9- "includes , within,, a 
microp rocess o r, fetching a c ryptog raphic instruc tion from a memo ry as part of an 
instructio n flow executing on the microprocessor; wherein the cryptographic instruction 
pres cr ibes one o f Ae cry p to 

instruction tibat-iM^eseribefh-e»eo«ti^--<3f •^e--^-^e-<)^^ a first 

micro instruction and a second micro instruction, the first micro instruction directing the 
devioe' -microprocessor t o load a second input text block be-4oaded -from the memory and 
to execute the one of the cryptographic operations on the second input text block, the 
second micro instruction directing the deviee-microprocesspr to store a first output text 
bloc k to the memory, where the first output text block corresponds to a first input text 
block upon which the one of the cryptographic operations is executed; and issuing the 
first micro instruction to a cryptography unit wit hin the microprocessor p rior to issuing 
the second micro' instruction to the cryptogr^hy unit; whereby the issuing causes the 
output text block to be stored during execution of the one of the cryptographic operations 
on the second input text block. 
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